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EXECUTE A DIAGNOSTIC 
PROGRAM WITHIN A REMOTE 
MONITORING SYSTEM 



RUN A COMMAND ON THE 
MONITORED SYSTEM 



COLLECT DIAGNOSTIC 
INFORMATION WITHIN THE 
REMOTE MONITORING SYSTEM 



INTERPRET THE DIAGNOSTIC 
INFORMATION WITHIN THE 
REMOTE MONITORING SYSTEM 



Figure 4 



CONSTRUCT WITHIN A REMOTE 
MONITORING SYSTEM A STRING 
CONTAINING A COMMAND TO BE RUN ON 
A MONITORED SYSTEM 



SEND THE STRING FROM THE REMOTE 
MONITORING SYSTEM TO THE 
MONITORED SYSTEM THROUGH A SECURE 
CONNECTION 







RUN THE COMMAND ON THE MONITORED 
SYSTEM 
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RECEIVE RESULTANT DIAGNOSTIC 
INFORMATION FROM MONITORED SYSTEM 
IN REMOTE MONITORING SYSTEM 
THROUGH THE SECURE CONNECTION 
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INTERPRET THE DIAGNOSTIC 
INFORMATION ON THE REMOTE 
MONITORING SYSTEM 
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